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Abstract

The rising area of the Internet of Things (IoT) faces various issues related to the scalability and se-
curity of the data produced. Most [oT devices cannot perform complex computations on their own
due to resource constraints, which require them to outsource their jobs. Due to the abundance of de-
vices and the IoT network’s heterogeneous nature, there is a large attack surface against IoT systems.
During outsourcing jobs, a major factor that affects performance is the delay in data transmission.
However, the security issues such as data manipulation and leakage for edge caching have not been
fully addressed in existing literature. This paper proposes a Tangle based caching model for edge
services, as well as an efficient and effective scheme that will aid the offloading process between
IoT devices and edge devices. The proposed model utilizes reversible integer transformation in the
context of edge computing to build a secure data transfer technique that distorts the original data so
that an adversary cannot access it. Experimental studies and theoretical evaluation demonstrate that
our proposed scheme is promising for adoption in future IoT systems with its efficiency and security
features.

Keywords: Blockchain, Edge Computing, Edge cache service, [oT, Tangle

1 Introduction

The rapid advances in the Internet technologies in recent years have paved the way for the future Internet
of Things (IoT), due to the billions of new devices which will become part of the globally connected
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network every year. According to recent estimates, [1], over 50 billion devices will be sharing the
network by 2025. With this rapid rise in the total number of IoT devices worldwide, the volume of data
produced by these devices has also been increasing significantly and will continue to grow in the future,
bringing along challenges such as the need for mechanisms that can be used to make the best use of
the collected data. IoT also faces major issues related to the security and scalability of the produced
data and the underlying networks. Most IoT devices are resource-constrained, hence they rely on other
resource-rich nodes to perform complex tasks, which leads to data privacy and security concerns. Using
a traditional centralized cloud environment poses various challenges for data privacy since the data has
to be shared with a third-party service provider. Moreover, a cloud-based IoT architecture will face
performance issues due to the relatively long distance between the devices and the remote data centers,
creating delays in the communication of data between the involved nodes. To enhance the performance
and scalability of the network, computation needs to be performed closer to the 10T devices.

The forthcoming communications infrastructure is envisioned as a large-scale, densely linked so-
phisticated mobile network capable of growing an intelligent social system that can adapt to surges in
user needs regardless of time or location. As a result of the expected future prerequisites for 6G, mobile
edge computing (MEC), which is the solution to the problem of decentralized computation offloading in
IoT, will undoubtedly evolve into a technology that is assisted by artificial intelligence (Al), capable of
providing smart services to mobile devices via computationally efficient hardware architecture, effective
caching technology, and Al algorithms [2, 3]]. By offloading computation to servers physically close to
IoT devices, edge computing improves the scalability of the network and solves the problem of manag-
ing a large number of IoT devices by addressing their computing, storage, and intelligent data processing
needs. The infrastructure of edge computing is given in the Fig[l]

As mentioned above, 10T devices are vulnerable to various attacks due to being connected to a
large network with a large attack surface. Complex security protocols cannot be deployed on most IoT
devices due to their resource-constrained nature. In order to exploit these vulnerabilities, adversaries
operate botnets to perform various attacks [4]. The connectivity of compromised IoT devices can have
adverse consequences for other devices connected to the network as adversaries can easily penetrate
the network of the IoT devices through compromised devices and move laterally. The main reason
behind these classes of vulnerabilities is that cheap and low-cost devices have lower security and seldom
have technical upgrades or maintenance services. To protect against this increased vulnerability of IoT
devices, some techniques have been proposed [3]]. Since data owners are concerned about the confidential
information in their data being exposed without authorization in an edge computing ecosystem, they
strive to use privacy-preserving strategies on the data before publishing it. Even in architectures where
the data collectors would not be able to get the full data from the users, the users would still want their
data to be secured before exiting their device.

We need to take extra security measures to protect the data handled by the IoT devices, since outdated
general-purpose security solutions cannot provide adequate security for them. Due to the nature of
the 10T devices, lightweight security mechanisms need to be deployed to provide security with lower
resource and computation requirements. Blockchain [6, (7, 18, 9} [10] is an emerging technology that has
gained the interest of researchers due to the services it provides for the integrity of data shared in a large
network. A decentralized computing environment based on blockchain has the potential to alleviate the
computation and resource utilization problems of loT while providing strong security for the network.

Despite providing increased availability of data for transactions, traditional blockchains face some
issues regarding scalability and efficiency. For instance, the proof-of-work (PoW) consensus protocol
requires a large number of devices utilizing their resources to participate in the network. The expenditure
of the computation power to move the chain forward is designed to keep the participants honest to the
network with a trade-off for scalability and efficiency.

In this paper, we propose a secure cache-aware scheme to aid the process of computation offloading
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Figure 1: Edge Computing Infrastructure

from IoT devices to edge servers. The proposed scheme uses the Tangle protocol [[11}[12] as a cache to
reduce the overhead of excessive data processing and task delays among edge servers and IoT devices.
The introduction of Tangle as the cache has proven to be more scalable and capable of handling more
transactions compared to a traditional cache and a traditional blockchain.

We also propose a secure data transfer mechanism based on reversible integer transformation for the
IoT devices to securely transmit device data to an untrusted edge environment. Our method is effective
at protecting the privacy of data and preventing information loss.

The main contributions of this paper can be summarized as follows:

1. We propose a mechanism for assisting edge computing for resource-constrained IoT devices by
using Tangle as cache.

2. Unlike blockchain alternatives, Tangle uses a DAG data structure that allows transactions to be
performed in parallel, making the proposed system scalable.

3. We propose a secure and lightweight data transfer scheme based on reversible integer transforma-
tion to transmit data via an unsecured channel to the untrusted edge environment.

The rest of this paper is structured as follows: Section [2] provides a literature overview of previous
work. In Section[3] an overview of the preliminaries is provided, followed by the problem definition in
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Sectiond The objective and proposed design of our scheme and security requirements are presented in
that section. Our proposed methodology is described in Section [5] In Section [6] we provide the security
and performance analysis of our schemes under different attack scenarios. Section[7concludes the paper.

2 Related Work

In this section, we present prior studies that are relevant to this work, categorized under the following
three topics: 1)|blockchain technology| 2)[edge cache services| and 3) privacy preserving computation}

2.1 Blockchain Technology

Blockchain technology has been used widely to store data and share information. Blockchain uses dis-
tributed ledger technology (DLT) to store digital records in a decentralized manner. Using cryptographic
hashing, these records are ensured to be unalterable [[13] Each block in a blockchain contains the hash of
the previous block as well as the records in the block itself which guarantees the immutability of the data
[14]. Blockchain technology, which has proved beneficial in mitigating mistrust and data loss issues in
computation offloading, plays a vital role in effectively establishing trust for edge services to operate in
the public ecosystem. In [[15]] and [16l], the authors proposed a method that uses blockchain to preserve
data integrity in edge computing.

Smart contracts are used to enhance the functionality of the distributed services alongside blockchain.
Using this technology, we can achieve effectiveness and efficiency without involving any third parties.
In [17], smart contacts are used to ensure data storage security in vehicular edge networks. In [18]],
smart contracts are used to enhance system authentication. In [19], smart contracts are used to manage
resources in edge computing. However, the focus of these works is to ensure the integrity and solve
authentication issues. Few studies have been conducted to enhance the overall efficiency of edge com-
putation. Table [I] provides a comparison of previously proposed approaches in terms of three criteria:
(a) whether the approach provides data integrity protection (b) whether the approach is DLT-based (c)
whether the approach utilizes the Tangle structure.

2.2 Edge Cache Services

Caching is used at the edge environment to address the reliability and confidentiality issues of data. Edge
cache services (ECS) can enhance Quality of Service (QoS) and minimize the cost of transmission of
the data. A number of studies [21]]-[26] have been conducted on the introduction of caching to the edge
environment. The majority of the studies are related to using a cache for edge storage itself. The focus
in those studies is to increase the efficiency of the edge servers. However, a small number of studies
instead focus on the issues related to integrity, which affects data truthfulness. In [20], rather than using
the local storage as a cache, blockchain is used, which provides decentralized storage and proves to be
more resilient.

The efficiency issues in edge computing are due to the excessive transmission rate, repeated compu-
tation of the data, and job delays among edge servers and IoT devices. The concept of adding a cache
at edge servers was introduced to solve edge servers’ efficiency issues. In [34], the authors proposed
a scheme in which the local storage of an edge server is used as the cache, improving the efficiency of
edge computing’s overall process. However, [34] does not provide a solution for storage, scalability, and
integrity issues. In contrast, a traditional blockchain is used as a cache in [20] to mitigate the storage
and integrity issues. However, using a traditional blockchain as the cache causes comparatively high re-
sponse times and the involvement of miners prevents the scheme from being cost-effective. All of these
call for an efficient, scalable, and cost-effective solution to enhance edge computing efficiency.
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Table 1: Comparative Analysis Of Related Work with the Proposed Scheme
Ref Data Integrity | DLT-based Tangle-based
Protection
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As IoT devices are resource-constrained in terms of computational power and storage, running ex-
pensive consensus algorithms for blockchain on IoT devices is not feasible [20]. Blockchain also has
scalability issues, and it has a low rate of transactions per second. The approach proposed in this paper
uses Tangle [[L1] as a cache structure. This scheme is proved to provide a better solution than using a
traditional blockchain for resource-constrained and lightweight devices.

2.3 Privacy Preserving Computation

In edge computing, user data is typically kept and processed by certain honest-but-suspicious authorized
third-party entities, resulting in the leakage of users’ personal information. The data can be accessed
by an attacker during its transmission as well. Users prefer their data to be secured before it leaves
their devices, even when the data collectors cannot get the correct data from users. The authors in
[35] utilized encryption technologies to keep consumers’ data safe. [36] used the position distortion
approach to safeguard users’ personal information. However, in actual implementations, the aforemen-
tioned investigations, such as k-anonymity [37]], [38], and cryptographic protocols, would consume a
significant amount of network bandwidth and computing overhead. They are not appropriate for low-
power, lightweight edge devices. Furthermore, various data distortion techniques have been frequently
employed in the past to change the original data content to preserve data privacy. However, those schemes
cause considerable information loss due to distortion in the data.
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3 Preliminaries

3.1 W-OTS: The Wintermitz one-time signature scheme

The Wintermitz one-time signature scheme was initially introduced as an extension of Markle’s OT'S [39].
W-OTS works on the principle of iteratively applying a function to a secret input, with the number of
iterations controlled by the message to be signed. The functions that were employed belongs to the
following function family.

F(n) = {fi:{0,1}" = {0,1}" [ k€ {0,1}"} (1

parameterized by the security parameter n and the key k € {0,1}". The Wintermitz scheme is defined
by a parameter w, which is usually a small power of two. The following explanation is designed for the
scenario when w = 2'. This can be generalized to any arbitrary w.

We can define:

2

Ve[ e

Key Generation The x;, for i = 1...., N returns the private key. Then, the public key is calculated by
first computing y; = f% ! (x;) and then computing

Y=7Ff1lly2 51l yn) 3)

n

Signing The message hash is divided into {ﬂ segments of length #-bits. The check sign is formed
by treating the m values of b; as integers.

—
~I=
—

c=Y2-u 4)
i=1

Verification Create bi from m using the signature procedure and calculate v; = f2 i~ (si). The
signature is considered to be valid if and only if ¥ = f(v; |[ v+ || va).

3.2 Directed Acyclic Graphs

The wide use of Directed Acyclic Graphs or DAGs in successful cryptocurrencies has motivated their use
in this work. It should be noted that DAGs are merely a form of data structure, not a blockchain network.
The knowledge of how DAG functions can assist readers to more easily comprehend blockchains. Its
most successful applications include NXT, IOTA, and IoT Chain. DAGs store the transactions topolog-
ically in a graph, unlike real blockchain networks, which store data as a chain of blocks where blocks
include the transactions. DAGs have block-less structures, usually referred to as blockchains without the
blocks [40]].

Storing the full block and verifying the whole chain is not necessarily significant. This ensures that
the transactions are verified and added to the network faster compared to PoW and PoS based networks.
In DAGs, as long as the information is directed in the same way, nodes can exist in parallel, as opposed
to traditional blockchains that follow a strict ordering of transactions.

The network width can be increased by linking a transaction to the previous transaction. The DAG
must link an existing and new transaction of the network for a validated transaction. The network chooses
a prior transaction to create a link, whenever a transaction is performed. It maintains a certain range
for network width, which can support a fast validation process. To control the network width, IOTA
presented a new algorithm named Tangle [12].

45



Securely Offloading Computation to the Edge with the Tangle Cache Ayub et al.

DAG networks do not depend on special hardware and any mining process, thus have low power
consumption. The transactions are validated in an instant. For example, an IoT chain may process over
10,000 transactions per second. It can withstand a 51% assault, making it ideal for IoT and Machine-to-
Machine communications.

3.3 Tangle Protocol

Tangle implements the following steps for the signature scheme and constant address generation. When-
ever monetary units (IOTAs) are transferred by the user, it transfers the remainder units to a newly
generated address. The signing scheme runs based on Winternitz type one-time signature scheme (W-
OTS) which originates the later discussed consequences. A transfer is issued by establishing multiple
transactions as part of a bundle. It displays the source and receiver address and transactions with the
input’s transaction signature on it as an input, output, and meta-transaction, respectively. The value of a
bundle’s transactions is tallied to be kept at 0 to maintain the validity of the bundle.
Three operations are performed for each transaction which includes:

Bundle creation and Signature Meta-transaction stores the signature and creates the bundle when the
transaction is being signed using the private key.

Tip selection Two Tips are picked from the Tangle’s recent state by using a Random Walk Monte Carlo
(RWMC) algorithm. It runs verification process on not only these two transactions but also on the
ones that are directly or indirectly referenced. The correctness of the elements of the transactions,
for instance signatures, PoW, hashes, etc. and the elimination of conflicts are the primary steps to
be taken to verify the transactions.

Proof of Work (POW) For nonce detection and generation of a transaction hash and for the purpose of
protection against spam, the required PoW is performed. The Tangle is then updated with a final
transaction object that has been transmitted throughout the network. It is then stored in each of the
network’s Full Nodes.

4 Problem Definition

4.1 System Model

In our proposed system model, we assume an edge computing environment in which three types of
entities are involved. These participants include IoT devices (ID;), Edge Servers (ES;) and Tangle-based
DLT (I0TA), as illustrated in Fig[2]

IDs Since IoT devices are resource-constrained devices, they cannot perform complex computations on
their own. They need external assistance, namely edge servers, to offload their data for computa-
tion. Before sending the data in the edge environment, [oT devices will first distort the original
data to preserve privacy.

ESs Edge servers are powerful systems placed at the network’s edge where computation is required.
They are physically close to the IoT devices or applications that generate the data that the server
stores or uses. Edge servers will perform computations as requested by the IoT device and send
the results back.

Tangle We use Tangle as a cache to reduce the overhead of excessive data computation and job delays
among edge servers and IoT devices. After successful computation, the server will store the results
of the computation in Tangle.
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Cloud Server

Edge Server 1 ,.-"~ * Edge Server 2

Computed Data | | Computed Data

IoT Device

Figure 2: System Model

When the IoT device (ID;) sends a job offloading request to the edge servers, each server will calcu-
late the estimated job execution time based on the cache results and the job itself. Then each server sends
back the estimated job execution time to the IoT device (ID;). The device (ID;) then selects the server
with the minimum job execution time. The weight value is the sensitivity of the job (J;). Sensitivity is
directly proportional to real-time performance.

4.2 Security Requirements

* Confidentiality: Confidentiality is a key requirement that guarantees only the data owner and
authorized parties have access to the private information. When users’ private data is sent and
received in the edge, and held or processed in the edge, unauthorized parties should be prohibited
from accessing the data.

* Integrity: The role of integrity is to guarantee that data is delivered correctly and consistently to
the authorised user(s) without any detectable data alteration.

* Availability: In edge computing, availability guarantees that all authorized parties may access
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edge resources at any time and in any location as needed by users. It also implies that the users’
data is stored encrypted in the edge and might be handled according to varied operational needs.

* Authentication: Authentication guarantees that a user’s identity is approved before the user is
allowed to interact with the sensitive parts of the system. It is a method of establishing confirmation
of a user’s identity. Moreover, access control acts as a convergence point for almost every security
control and privacy requirement; it dictates who can access the resources (authentication) and
what kinds of actions can be performed, such as trying to read (confidentiality) and update/change
(integrity).

* Privacy Requirement: These security features are employed to ensure that all of the user’s out-
sourced material, including data, personal identity, and location, remains private even from honest
but interested parties. Furthermore, data protection methods such as encryption, integrity check-
ing, authentication, and authorization can protect users’ privacy in edge computing, either directly
or indirectly.

5 Proposed Methodology

In this section, we will briefly describe our proposed schemes; IaC and SDT. IaC is designed for the edge
endpoint, it enhances the efficiency of the end-to-end edge computing mechanism. SDT is proposed for
the device end to achieve data security and privacy.

5.1 Device end < SDT: Secure Data Transfer

In edge computing, user data is typically kept and handled by untrustworthy entities, resulting in the
leaking of personal information. What is more, an adversary can access the data during transmission. To
address these issues, this paper proposes a secure data transmission technique that protects user privacy
by utilizing reversible integer transformation. In this scheme, the device will not send original data D to
the edge nodes. Instead, it will send distorted data D’ to preserve the privacy of the data. The following
is a detailed description of the method.

Data distortion phase:

We will take an original data set D, sensitive attributes S = (py) where k = 1,2,3,- -, an integer seed,
a group size gp, weights w; where (i € [0,gp — 1]) and watermark bits wm.

e Step 1: Letn= L@J —land/=1.
gp
» Step 2: For each py:

1. Let

(Phos Phxt1 P2+ > Prox(gp—1)) be a group of gp adjacent data values (x = (1,1 + (1 X
gp),1+(2xgp),--, 14+ (1 xn))).

2. Use Eq and Eq @7 <Pk,x>17k.,x+l y Phx+25" " 7pk7x+(gp—1)> and get <p~k,xap~k,x+1 7p~k,x+27 T 7p~k,x+(gp—l)>

;o {Wopk,x +WiPkxt1 + o+ Wep—1Pkx+ (8P — i)J (5)

Prx = Wo+Wi+Wa -+ Wep—i

/
Pkx+1 = Pkx+1 — Pkx
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/
Pk x+2 = Pkx+2 — Pkx

p;(7x+(gp71) = Pryx+(gp—1) — Pkx
Prx = Pl (6)
Proxt1 =2 X Pl

~ /
Pra+2 =2 X Prrion

Prx+(gp—1) = 2 X p/k7x+(gp—1)

3. If, I < |wm]

then for P i1, Prxr2s- - - Pht (gp—1) 0 {Phes Pl 1> P25 - - - Prows (gp—1)) We attach the
bit, the (14 1)™ bit, the (1+ (gp-2))™ bit of the watermark wm respectively. [ =1+ (gp — 1)

lth

4. Use Eq. to generate the corresponding distorted group.

Wlﬁk,erl +--- +ng—lﬁk,x+ (gp - l)J
wot+wr+wa+-+Wep1

Plex = Pryx— { (7

" o~ "
Dix+1 = Phx+1 1 Gy

" _ o~ "
Prx+2 = Pkx+2 + Dk x

P xt(gp-1) = Procr(gp—1) T P

* Step 3: To create random values of |D|, use a random Seed function. To produce the distorted
data D", the distorted data D' is sorted in ascending or descending order depending on the values
of these random variables.
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5.2 Edge end < IaC: Tangle as Cache

Our scheme proposes a cache-aware computation offloading methodology based on Tangle.

This scheme will be implemented on the edge devices (i.e. servers), which provide secure and effi-
cient computation offloading. IoT devices (ID;) perform a relatively low amount of computation locally
according to their capacity but use the edge and cloud servers for complex computations. This brings
some security and performance-related issues to the edge server’s domain. Our focus is to enhance the
computation’s security and efficiency on the edge servers. Our proposed scheme achieves integrity and
cost-effectiveness with Tangle’s help and using Tangle as a cache we achieve efficiency in computation
offloading.

Cache
results
exist?

NO —>

Perform Stores result in
computation IOTA

YES

Get result from
IOTA

Return the
result
to loT device

Figure 3: Flow Diagram of our Proposed Scheme IaC

The overall mechanism of IaC is illustrated in Fig[3] The following are the phases involved in our
proposed cache-based computation offloading scheme:

* Offloading Request Phase: When an IoT device needs to perform any computation, it will send
the computation request to the edge servers. However, before transmitting the original data to the
edge environment, the device needs to convert the original data D to D’ by implementing the SDT
scheme mentioned above.

» Server Selection Phase: When an IoT device (ID;) broadcasts the computation request (J;) to all
the edge servers, the system needs to check some conditions for an optimal server selection.
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Let ES=0,1,2,...,N be the set of edge servers that can perform the computation. They receive
the computation request » from the IoT device, as a set of transaction requests J = 0,1,2,..., .
Then the IoT device sends the request j € J to ES;, such that: i € ES. After receiving the request r,
the selection of ES; is decided on the basis of the weighted cost of each ES;. Here, it is important
to mention that the weighted cost AV depends on two factors; load (L;), and record of cache (/).

When the IoT device (ID;) needs to perform computation offloading, it sends a job offloading
request (J;) to all the servers. Then, all the edge servers will check their cache to see if they have
fulfilled this request (J;) before and whether the computed data Dc request exists in the cache or
not. If any server has already fulfilled the same request (J;) before, the computed data (Dc;) is in
the cache. Then, there is no need to compute on the data (D!) again and the server will resend the
computed data from the cache to the IoT device (ID;).

The server selection is based on the two criteria mentioned below:

1. Cache Content: The following are the steps involved in the selection of the server based on
the cached data:

(a) An IoT device broadcasts the offloading request (J;) to the edge servers.

(b) All servers check for requested data (d;) in their cache.

(c) The server with the cached content is selected.
Cache: I, = I',Vi € ES so that each server ES; first verifies the computation request
r from the cache. If the record for the request J; exists then the flag is set to O as
no pre-computation is required for this request. Otherwise, the flag is set to 1 which
represents that this request does not exist in cache I, such that, I € [0,1]. We can say
that, VES!,I! = J, < 0

AIF =10,1]
(d) Then that server returns the computed data to the IoT device (ID;).

2. Closest Server/Server with less load: The following are the steps involved in the selection of
the server based on the nearest server criterion:

(a) An IoT device broadcasts the offloading request (J;) to the edge servers.

(b) All servers check for the requested data (D)) in their cache.

(c) When no server with the cached content exists, then the server with the smallest response
time (i.e. nearest server/server with the least load) is selected to respond to the request.
Load: L= Lt(i), Vi € ES represents that the load at E; when it receives the request J at
time ¢. If ES is already loaded with the computation request and cannot perform the
computation until completion of already queued requests, this can be represented as L
and if the server is free to perform computation on received J then it is represented as 0.
So, Li € [0,1]. VES,3l, <>< 0. Hence the load on servers can be determined using the
following equation:

Ll

},ti _ Z(I{i+té.i+l +jgi+27mjllr|) (8)
i€j
ALP =Y 1LVE€0,1,2,...,.N ©)
ieJ

Here in Equation [§] the total time denotes the time required for all the current requests
that the server is working on.
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(d) Then that server performs the computational and returns the computed data to the IoT
device (ID;).

Each server will calculate the weight AV based on the cache record Al and load AL
AVES = AIFS - ALFS: (10)

The server with the minimum value of AVES will be selected.

* Caching Phase: After successful computation on the data, the computed data Dc will be stored in
Tangle. Next time, when a user requests the same data, there will be no need to compute on the
data again, the server will simply retrieve that data from Tangle and send it to the IoT device.

6 Security and Performance Analysis

In this section, we provide security and performance analyses of our proposed schemes.

/ D Cloud \
--------------- (L
Edge device 1 Edge device 2
42 Rogue edge node
|OTA Man-in-the-middle attack | N
Caching —
Edge device N “

EavesdropPing  Attacker

Attacks \:\r >

| \
g i

V
Privacy Leakage

¥9ENE 9|ppIW-ay}-ul-uep

abeyea AoeaLd

-
ks  Privacy Leakage ‘g
Rogue edge node

Figure 4: Attack Model in Edge Computing

6.1 Security Analysis

The security criteria that our approach can meet are discussed in this section. This is derived from
Tangle’s and the SDT scheme’s security. We have evaluated our security mechanism against various
types of adversarial attacks illustrated in Fig 4]

e Data Leakage: In our proposed scheme (SDT), we first distort the original data D to D’ so that the
distorted data is transferred to the untrusted edge environment. Thus, the privacy of the original
data and the data sender is preserved. If an attacker captures the data during the transfer, distorted
data will be of no use to the attacker. The following equation is used to produce the associated
distorted group.
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o~ \‘Wlﬁk,x+l+"'+ng—1p~k7x+(gp_i)J

pk,g: = Pkx —

Wo+Wp+Wa -+ Wep—g

* Rogue Edge Node: At the edge end, there might be a malicious edge node which can be a threat
to the privacy and confidentiality of the data. The privacy of the data is preserved by our proposed
scheme SDT and the confidentiality of the data is ensured by implementing the private MAM layer.
Encoded streams that are not intended for public access can be played in the private mode. The
Merkle root hash is utilised as the address in private mode. Because the attacker cannot deduce
the root from the hash, this prevents an adversary from decoding the communication if they come
across it.

* Quantum Computing Threats: Tangle utilizes hash-based signatures rather than elliptic curve cryp-
tography (ECC). This differs from Bitcoin in the sense that it makes the protocol resilient to Quan-
tum Cryptography while also making signing and validating transactions easier and faster. Because
of “Winternitz signatures”, Tangle is quantum-resilient.

— Key Generation:
Y=fOully2-llyn)

— Signing:

6.2 Performance Analysis
6.2.1 STD Performance Analysis

In this section, we analyze the performance and accuracy of our proposed scheme. We have compared
actual data and distorted data and analysed the deviation. We have also compared the distorted data
with the expected data. Simulation results as illustrated in Fig. [5] show that SDT is more effective at
preserving the privacy of original data and preventing data loss.Also we have analysed the behaviour of
our proposed scheme by changing the weights. We may improve the flexibility of privacy-preserving
computation by employing a customizable weighting factor to quantify the level of distortion of the
original data. Simulation results in Fig. [ show that by increasing the value of the weights, the privacy
of the data increases while the utility of the data decreases due to increased deviation.

6.2.2 IaC Performance Analysis

The performance of our proposed scheme was analyzed by setting up a blockchain server, Tangle server
and a cache server.

* Experimental Setup: Tools used to implement the scheme and determining its feasibility and func-
tionality are “Node.js”, “Ganache CLI” and “MongoDB”. We have used a third-party API “JSON-
Placeholder” for the data.

* Efficiency: We first set up servers on the Google Cloud Platform for the experiments. Then, we
wrote an API to send and handle data requests. For demonstration purposes, we have set up 5
servers. Two of them use Tangle as the cache and the other two use a traditional blockchain (the
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Figure 5: The comparison results of SDT data distortion with actual data under different groups
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Figure 6: Utility vs privacy graph when weights are applied to the data

blockchain structure underlying Bitcoin) as the cache and the remaining server uses local storage
as the cache.

Experiments proved that the response times for the servers, which use the Tangle protocol, are
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much less than those of the servers using the blockchain protocol [20].
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Figure 8: Extended performance comparison of our work with and

We have also compared our proposal with the method presented in [34]], where part of the local
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storage of the edge servers is used as the cache. The response time of our scheme is relatively high
compared to [34]. However, the said study presents a chance of tampering with data. On the other
hand, our scheme provides integrity assurance because of the Tangle structure. The performance
comparison of our work with [20] and [34] is provided in Fig.

* Scalability: Scalability is a fundamental problem a distributed cache has to address. A scalable
cache is one that can maintain the desired performance even when the transaction load on it in-
creases. In order to compare the scalabilities of the proposed approach and that of blockchain,
we performed experiments where batch data requests were submitted to both servers. As Fig. [J]
demonstrates, our scheme is more scalable compared to the utilized blockchain approach.
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Figure 9: Comparison of scalability of Tangle with Blockchain

7 Conclusion

In this paper, we have proposed a scheme which aids the process of computation offloading in edge
computing to enhance efficiency in IoT environments. We have reduced the transmission delay and
excessive computation load, and enhanced efficiency in edge computing by introducing Tangle as the
cache structure on the edge servers. Our proposed scheme is scalable since Tangle uses the DAG data
structure, which supports the addition of transactions in parallel. The simulation results show that our
scheme can reduce the response time dramatically compared to other schemes and our proposed scheme
is more scalable than a PoW-based blockchain approach.

We have also proposed a secure and lightweight data transfer scheme based on reversible integer
transformation to transmit the data via an unsecured channel to an untrusted edge environment. SDT is
effective at preserving the privacy and integrity of the original data and preventing data loss.

Our future work will involve extending the experimental study to include a variety of blockchain
platforms and larger loads for testing the scalability.
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